AT-TLS

This is our setup use in Axway

The User MDELEC is the RING (RINGAXW1) and certificate owner (type is PERSONAL)

The agent PAGENT and transfer CFT are started by UserID MDELECL because of our configuration

JCL to start PAGENT (AT-TLS config)

//PCHAGT23 JOB (0),'CFT',CLASS=Z,NOTIFY=PCHEVRO,REGION=32M,
//   USER=MDELECL,PASSWORD=xxxxxxx   
//PAGENT EXEC PGM=PAGENT,REGION=0K,TIME=NOLIMIT, 
// PARM='POSIX(ON) ALL31(ON) ENVAR("_CEE_ENVFILE=DD:STDENV")/ -d 1'
//STDENV   DD DSN=CFTDEV.TOOLS.ATTLS.PARM(T1PAENV),DISP=SHR
//SYSPRINT DD SYSOUT=*    
//SYSOUT   DD SYSOUT=*  
//CEEDUMP  DD SYSOUT=*,DCB=(RECFM=FB,LRECL=132,BLKSIZE=132)


Content of file CFTDEV.TOOLS.ATTLS.PARM(T1PAENV) :

_CEE_ENVFILE_COMMENT=*
PAGENT_CONFIG_FILE=//'CFTDEV.TOOLS.ATTLS.PARM(T1PAGENT)'
PAGENT_LOG_FILE=/projets/CFTDEV/CFTrd/tls/pagent_T1.log 
PAGENT_LOG_FILE_CONTROL=500,3


Content of file CFTDEV.TOOLS.ATTLS.PARM(T1PAGENT)

LogLevel 0
TcpImage TCPIP /projets/CFTDEV/CFTrd/tls/TCPIP_T1.policy FLUSH PURGE

Content of file /projets/CFTDEV/CFTrd/tls/TCPIP_T1.policy

TTLSConfig /projets/CFTDEV/CFTrd/tls/pagent_TTLS_T1.conf                  


Content of file /projets/CFTDEV/CFTrd/tls/pagent_TTLS_T1.conf  


TTLSRule CFTTST38-OUT
{
RemoteAddr                      10.128.60.109
LocalPortRange                  1024-65535
RemotePortGroupRef              CFTTST_RM_GROUP
Jobname                         PCH380MA
Direction                       Outbound
TTLSGroupActionRef              TTLS_GROUP
TTLSEnvironmentActionRef        TTLS_CLIENT_RINGTST1
}
TTLSRule CFTTST38-OUT-B2B
{
RemoteAddr                      10.129.58.160
LocalPortRange                  1024-65535
RemotePortGroupRef              CFTTST_RM_GROUP
Jobname                         PCH380MA
Direction                       Outbound
TTLSGroupActionRef              TTLS_GROUP
TTLSEnvironmentActionRef        TTLS_CLIENT_RINGTST1
}
TTLSRule CFTTST38-IN
{
LocalAddr                       10.128.60.109
LocalPortRange                  13812
RemotePortRange                 1024-65535
Jobname                         PCH380MA
Direction                       Inbound
TTLSGroupActionRef              TTLS_GROUP
TTLSEnvironmentActionRef        TTLS_SERVER_RINGTST1
}
PortGroup CFTTST_RM_GROUP
{
    PortRange
    {
       Port 13812
    }
    PortRange
    {
       Port 1763
    }
}
TTLSKeyRingParms TTLS_RINGTST
{
Keyring                         RINGAXW1
}
TTLSGroupAction TTLS_GROUP
{
TTLSEnabled                     On
Trace                           0
}
TTLSEnvironmentAction TTLS_CLIENT_RINGTST1
{
HandshakeRole                   Client
TTLSKeyRingParmsRef             TTLS_RINGTST
TTLSCipherParmsRef              TTLS_CFSUITE_49199
TTLSEnvironmentAdvancedParms
{
  SSLv3                          On
  TLSv1.2                        On
  HandshakeTimeout               60
  CertificateLabel               CFTQAUSER
}
}
TTLSEnvironmentAction TTLS_SERVER_RINGTST1
{
HandshakeRole                   Server
TTLSKeyRingParmsRef             TTLS_RINGTST
TTLSCipherParmsRef              TTLS_CFSUITE_49199
TTLSEnvironmentAdvancedParms
{
  SSLv3                          On
  TLSv1.2                        On
  HandshakeTimeout               60
  ClientAuthType                 PassThru
  CertificateLabel               CFTQAUSER
}
}
TTLSCipherParms TTLS_CFSUITE_01
{
V3CipherSuites                  TLS_RSA_WITH_NULL_MD5
}
TTLSCipherParms TTLS_CFSUITE_02
{
V3CipherSuites                  TLS_RSA_WITH_NULL_SHA
}
TTLSCipherParms TTLS_CFSUITE_04
{
V3CipherSuites                  TLS_RSA_WITH_RC4_128_MD5
}
TTLSCipherParms TTLS_CFSUITE_05
{
V3CipherSuites                  TLS_RSA_WITH_RC4_128_SHA
}
TTLSCipherParms TTLS_CFSUITE_09
{
V3CipherSuites                  TLS_RSA_WITH_DES_CBC_SHA
}
TTLSCipherParms TTLS_CFSUITE_10
{
V3CipherSuites                  TLS_RSA_WITH_3DES_EDE_CBC_SHA
}
TTLSCipherParms TTLS_CFSUITE_47
{
V3CipherSuites                  TLS_RSA_WITH_AES_128_CBC_SHA
}
TTLSCipherParms TTLS_CFSUITE_53
{
V3CipherSuites                  TLS_RSA_WITH_AES_256_CBC_SHA
}
TTLSCipherParms TTLS_CFSUITE_60
{
V3CipherSuites                  TLS_RSA_WITH_AES_128_CBC_SHA256
}
TTLSCipherParms TTLS_CFSUITE_61
{
V3CipherSuites                  TLS_RSA_WITH_AES_256_CBC_SHA256
}
TTLSCipherParms TTLS_CFSUITE_156
{
V3CipherSuites                  TLS_RSA_WITH_AES_128_GCM_SHA256
}
TTLSCipherParms TTLS_CFSUITE_49199
{
V3CipherSuites                  TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256
}
TTLSCipherParms TTLS_CFSUITE_ALL
{
V3CipherSuites                  TLS_RSA_WITH_NULL_MD5
V3CipherSuites                  TLS_RSA_WITH_NULL_SHA
V3CipherSuites                  TLS_RSA_WITH_RC4_128_MD5
V3CipherSuites                  TLS_RSA_WITH_RC4_128_SHA
V3CipherSuites                  TLS_RSA_WITH_DES_CBC_SHA
V3CipherSuites                  TLS_RSA_WITH_3DES_EDE_CBC_SHA
V3CipherSuites                  TLS_RSA_WITH_AES_128_CBC_SHA
V3CipherSuites                  TLS_RSA_WITH_AES_256_CBC_SHA
V3CipherSuites                  TLS_RSA_WITH_AES_128_CBC_SHA256
V3CipherSuites                  TLS_RSA_WITH_AES_256_CBC_SHA256
V3CipherSuites                  TLS_RSA_WITH_AES_128_GCM_SHA256
V3CipherSuites                  TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256
}

PCH380MA :   Transfer CFT server (CFTMAIN)
RINGAXW1: Ring RACF
CFTQAUSER: Certificat label in Ring RINGAXW1
49199: cipher suite (TTLS_CFSUITE_49199)
10.128.60.109: Zos address
10.129.58.160: B2Bi address
1763 : SSL B2BI listening port

List ring:

  RACDCERT LISTRING(RINGAXW1)                                         
Digital ring information for user MDELECL:                            

  Ring:                                                               
       >RINGAXW1<                                                     
  Certificate Label Name             Cert Owner     USAGE      DEFAULT
  --------------------------------   ------------   --------   -------
  CFTQACA                            CERTAUTH       CERTAUTH     NO   

  CFTQAUSER                          ID(MDELECL)    PERSONAL     NO  

  RACDCERT LIST  (LABEL('CFTQACA')) CERTAUTH 
                                                                                
Digital certificate information for CERTAUTH:                                   
                                                                                
  Label: CFTQACA                                                                
  Certificate ID: 2QiJmZmDhZmjgcPG49jBw8FA                                      
  Status: TRUST                                                                 
  Start Date: 2015/07/23 10:57:00                                               
  End Date:   2025/07/23 10:57:00                                               
  Serial Number:                                                                
       >01<                                                                     
  Issuer's Name:                                                                
       >dkurztag@axway.com.CN=AxwayCFTQA.OU=AxwaySoftware.O=Axway.L=Puteaux.S<  
       >P=Ile de France.C=FR<                                                   
  Subject's Name:                                                               
       >dkurztag@axway.com.CN=AxwayCFTQA.OU=AxwaySoftware.O=Axway.L=Puteaux.S< 
       >P=Ile de France.C=FR<     
  Signing Algorithm: sha1RSA      
  Key Type: RSA                   
  Key Size: 2048                  
  Private Key: NO                 
  Ring Associations:              
    Ring Owner: MDELECL           
    Ring:                         
       >RINGAXW1<                  





  RACDCERT LIST  (LABEL('CFTQAUSER')) 
                                                                               
Digital certificate information for user MDELECL:                              
                                                                               
  Label: CFTQAUSER                                                             
  Certificate ID: 2QfUxMXTxcPTw8bj2MHk4sXZ                                     
  Status: TRUST                                                                
  Start Date: 2015/07/23 14:38:00                                              
  End Date:   2025/07/23 10:57:00                                              
  Serial Number:                                                               
       >0B<                                                                    
  Issuer's Name:                                                               
       >dkurztag@axway.com.CN=AxwayCFTQA.OU=AxwaySoftware.O=Axway.L=Puteaux.S<
      >P=Ile de France.C=FR<                                                  
 Subject's Name:                                                              
      >dkurztag@axway.com.CN=AxwayCFTQA.OU=AxwaySoftwaure.O=Axway.L=Puteaux.< 
                                                                              
      >SP=Ile de France.C=FR<                                                 
 Signing Algorithm: sha1RSA                                                   
 Key Type: RSA                                                                
 Key Size: 2048                                                               
 Private Key: YES                                                             
 Ring Associations:                                                           
   Ring Owner: MDELECL                                                        
   Ring:                                                                      
      >RINGAXW1<                                                              


