Guide to create and export custom certificates using XCA.

1. Download XCA : https://sourceforge.net/projects/xca/

2. Afterinstalling it you'll have to create a database within which the private keys and certificates
will be stored.

File>New DataBase - set a file name on your disk, called for example test.xdb and a password to
encrypt data within it.

3. Open the new created xdb file.

4. We'll create a chain composed of 1 ROOT—> 1 CA—> and 2 user certificates:

ROOT MyOrg_ROOT.crt
CA MyOrg_CA.crt
USER_SSL MyOrg_USER_SSL.p12
USER_SSO MyOrg_USER_SSO.p12

a) ROOT

In the Certificates tab click on New Certificate
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https://sourceforge.net/projects/xca/

+ X Certificate and Key management - O >
File Import Tcken Extra Help
Private Keys Certificate signing requests Certificates Templates Revocation lists
Internal name commonMame CA
MNew Certificate
Export
Import
Show Details
Delete
Import PKCS#12
Import PKCS%7
Plain View
£ >
Database: C:/Users/Danutz-PC/Documents/test123.xdb |

r
© X Certificate and Key management ? X

Create x509 Certificate ﬁ%‘?\'

Source Subject Extensions Key usage Netscape Advanced

Sigring request
Sign this Certificate signing request v
Copy extensions from the request Show request

Modify subject of the request

Signing

(@ Create a self signed certificate with the serial |1

Use this Certificate for signing N

Signature algorithm SHA 1 -

Template for the new certificate

[defaulf] CA -

Apply extensions| | Apply subject | Apply al

e

Click on the second tab, Subject add the details of your ROOT certificate.
After adding the details we’ll generate the Private key by clicking on “Generate a new key”.
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© X Certificate and Key management ? X

Create x509 Certificate ﬁ&‘_’?\'

Source Subject Extensions Key usage Metscape Advanced

Distinguished name

Internal name |My0rg_ROOT | organizationName |AxwayMFI' |

countryMame |RO | organizationalUnitName |AxwayPassPort |

stateOrProvinceMame |Bucharest | commoniame |My0rg_ROOT |

localityMame |Bud13rest | emailAddress |suppurt@axway.cum| |
Type Content Add

Delete
[
Private key

v [JUsedkeys too | Generate a new key

Cancel

¥ Certificate and Key management 7 *

New key %

Flease give a name to the new key and select the desired keysize

Key properties

Name  [myorg_ROOT] |
Keytype |RSA -

Keysize | 2048 bit v

[ remember as default

You can adjust the Name, Keytype and Keysize as per your need.In my case I'll keep the default values.

Click on Create.

The private key for the MyOrg_ROOT has been created.
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Create x509 Certificate

Source Subject Extensions Key usage Netscape Advanced
Distinguished name
1 Internal name |My0rg_ROOT | organizationName |AxwayMFI'
i countryMame |RO | organizationalUnitMame |Axwaypassport

|

stateOrProvinceName |Bucharest

X Certificate and Key management X

Successfully created the R5A private key 'MyCrg_ROOT'

| commaonMame | MyOrg_ROOT
“emailddress | support@axway.com
Content Add
Delete

Private key

MyOrg_ROCT (RSA: 2048 bit)

Afterwards switch to the 3™ tab, Extensions and set the Type to Certification Authority.

Do not click on OK at this step.

* | [] Used keys too | Generate a new key

OK

Cancel

4|Page



- ¥ Certificate and Key management

Create x509 Certificate

| ‘fears b Apply

Source Subject Extensions Key usage MNetscape Advanced
i X509v 3 Basic Constraints
- Type {Certification Authority -
Path length | [ critical
Validity Time range
Not before |2019-05-2807:286MT  ~|  [1
Not after | 202005-2807:28GMT  ~|  []Midnight [ ] Local time

[ Mo well-defined expiration

? *
e
a2

Key identifier
[] subject key Identifier

[ autharity Key Identifier

X509v3 Subject Alternative Name |

¥509v3 Issuer Alternative Name |

%5093 CRL Distribution Points |

Autharity Information Access OCSP -

|| Edt

|| Edt

|| Edt

|| Edit
Cancel

Switch to the 4™ tab,Key usage and set the needed, desired key usages and then click OK.
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L 2

¥ Certificate and Key management ?
Create x509 Certificate
Source Subject Extensions Key usage MNetscape Advanced
¥509v3 Key Usage ¥509v3 Extended Key Usage
Critical
Digital Signature TLS Web Server Authentication
Men Repudiation TLS Web Client Authentication
Key Encipherment Code Signing
Data Encipherment E-mail Protection
Key Agreement Time Stamping
Certificate Sign Microsoft Individual Code Signing
CRL Sign Microsoft Cornmercial Code Signing
Encipher Only Microsoft Trust List Signing
Decipher Only Microsoft Server Gated Crypto
Microsoft Encrypted File System
MNetscape Server Gated Crypto
Microsoft EFS File Recovery
IPSec End System
IPSec Tunnel
IPSec User
IP security end entity
Microsoft Smartcardlogin
QCSP Signing
EAP over PPP
EAP over Lan
KDC Authentication
=TT T
rt 5 - O x|
Token |
PrivateKeys  Certificate signingrequests ~ Certificates  Templates  Revocation lists
Internal name commonhame A
Ags Hozg_roor \iyorg ROOT v New Certificate
Export
Import
Show Details
X Certificate and Key management X Delete
Successfully created the certificate 'MyOrg ROOT' Import PCS#12
Import PKCS#7 |
Pl view

Database: C:/Users/Danutz-PC/Documents/test123 xdb

Congrats you've created the ROOT certificate.

b) INTERMEDIATE CA

WEe'll proceed same way with the Intermediate CA certificate.




Click on the MyOrg_ROOT and then click the tab New Certificate to create the CA under it.

X Certificate and Key management

File |mport Token EBxdra Help

Private Keys Certificate signing requests

Certificates Templates

Revocation lists

Internal name

JAg# 1v0rg_ROOT

commonMame
MyOrg_ROOT

cA

v

&ei Certificate
Export
Import

Show Details
Delete
Import PKICS#12

Import PKCS#7

Plain View

Database: C:/Users/Danutz-PC/Documents/test123 xdb

Click on Subject tab,add details of your Intermediate CA certificate, followed by Generate a new key:
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1 . XCertificate and Key management ? e
. .
Create x509 Certificate ﬁ@l
5
| Source Subject Extensions Key usage MNetscape Advanced
1 Distinguished name
Internal name |MyDrg_Cp. | organizationName |Amay1'u1|——r |
] countryMame |P_D | organizational nithlame |AmayPassPnrt |
1 stateOrProvinceMName |Eucharest | commonfMame |MyDrg_CA |
localityMame |Eucharest | emailAddress |support@axway.com| |
Type Content Add
) Delete
7
1
Private key
* [ Usedkeys too | Generate a new key
Cancel

Click on Create and the private key for the Intermediate certificate will be created:
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- ¥ Certificate and Key management ? >

New key %

Please give a name to the new key and select the desired keysize

Key properties

Name |myorg_ca) |

Keytype |RSA hd

Keysize | 2043 bit v]

[ ] remember as default

1

L e N | B -

>

A Certificate and Key management

Create x509 Certificate ﬁ?é»\‘

Source Subject Extensions Key usage Metscape Advanced

Distinguished name

Internal name |My0rg_CA | organizationMame |AxwayMFr |
countryMame |RO | organizationalUnitMame |AxwayPassPort |
stateQrProvinceMame |Bud'13rest | commonhame |My0rg_CA |
localityName |Bud’13rest | emailAddress |support@axway.mm |
Type Content Add
o X Certificate and Key management * EEEE

@B Successfully created the RSA private key 'MyOrg_CA'

. 4
|
Private key

MyOrg_CA (RSA: 2048 bit) * | [ used keys too  |Generate a new key
oK Cancel

Then switch to the 3™ tab, Extensions and set Type as Certification Authority.
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Note:As long as this certificate will not be the last one in the chain(entity) it will be set as

CA(Certification Authority).Only the last certificate in the chain, the user one, will be set as the End

Entity.

Validity of Certificate can be adjusted as well.

X Certificate and Key management

Create x509 Certificate
Source Subject Extensions Key usage MNetscape Advanced

X509v3 Basic Constraints Key identifier
Type Certification Authority - ] subject Key Identifier
Path length | | [ critical [ Authority Key Identifier
Vahdity Time range
Not before | 20190528 07:46 GMT | | 1 | Years v Apply
Not after | 2020-05-28 07:28 GMT | [ ridnight [ Local time  [] Mo well-defined expiration

X508v3 Subject Alternative Name
X50%v3 Issuer Alternative Name
X509v3 CRL Distribution Points

Authority Information Access

Set the Key usage and afterwards click OK to create the Intermediate CA certificate:

Coc ]

Edit

Edit

Edit

Edit

Cancel

X

.,
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© X Certificate and Key management

Create x509 Certificate

Saurce Subject Extensions Key usage Netscape Advanced
X509v3 Key Usage
Critical

%509v3 Extended Key Usage
[ critical

Digital Signature
MNon Repudiation
Key Encipherment
Data Encipherment

TLS Web Server Authentication
TLS Web Client Authentication
Code Signing

E-mail Protection

Key Agreement Time Stamping

Certificate sign Micrasoft Individual Code Signing
CRI Sign Micrasoft Commercial Code Signing
Encipher Only Microsoft Trust List Signing
Decipher Only

Microsoft Server Gated Crypto
Microsoft Encrypted File System
Metscape Server Gated Crypte
Microsoft EFS File Recovery
IPSec End System

IPSec Tunnel

IPSec User

IP security end entity

Micrasoft Smartcardlagin

OCSP Signing
EAP over PPP
EAP over Lan
KDC Authentication
v d Ke = ] X
Eile Joken Extra Help + X Certificate and Key management x

Private Keys  Certificate signing requests ~ Certificates Successfully created the certificate 'MyOrg_CA'

Internal name [<

> jAg# Myorg ROOT My0g

Import
Show Details
Delete
Import PKCS#12

Import PKCS#7

Plain View

Database: C:/Users/Danutz-PC/Documents/test123.xdb | |

Click OK and afterwards expand the arrow and it should look like this:
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X Certificate and Key management

File Import Token Extra Help

Private Keys Certificate signing requests

Certificates Templates

Revocation lists

Internal name

commenhiame

v M MyOrg_ ROOT

| MyOrg_ROOT

Ao worg a

MyOrg_CA

CA

4 Tes
,J Yes

Serial

Expiry date
0l 2020-05-28
02 2020-05-28

CRL Expiration

Database: C:/Users/Danutz-PC/Documents/test123.xdb

Mew Certificate
Export
Import

Show Details
Delete
Import PKC5#12

Import PKCS#7

Plain View

€. USER : Now let’s create the USER certificate for the Passport SSL.

Click on the Intermediate Certificate and afterwards click on the New Certificate buton.
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X Certificate and Key management
File Import Token Extra Help

PrivateKeys  Certificate signing requests

Certificates Templates

Revocation lists

Internal name
v P o Foor

fes woss

commenhame
MyOrg_ROOT
MyOrg CR

CA Serial Expiry date CRL Expiration
« Yes 01 2020-05-28
4 Yes 02 2020-05-28

Mew Certificate
Export

Import

Show Details
Delete
Import PKCS#12
Import PKES £7

Plain View

# Tina

Database: C:/Users/Danutz-PC/Documents/test123.xdb

Add the details in the Subject tab and generate the Private key correspondent to this certificate.

P

cate and Key management

Create x509 Certificate

‘ Source Subject Extensions Key usage MNetscape Advanced

Distinguished name

Internal name [Myorg_User_ss | organizationame [ mxwayMFT |
| countryName |RO | organizationalUnitName |AxwayPassPort |
stateOrProvinceName |Bucharest | commeniiame [Myorg_user_ssL |
localityName |B|_|charest | emailAddress |support@axway.mm |

X Certificate and Key management ? X Add

New key

Key properties

Please give a name to the new key and select the desired keysize

Delete

=

Name  [myorg_USER_ssL

Keytype |RSA

Keysize | 2048 bit

[] remember as default

e sed keys too  |Generate a new key

OK Cancel
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Create x509 Certificate

Source Subject Extensions Key usage MNetscape Advanced ‘
Distinguished name 1
Internal nzme o K Certificate and Key management x paayMPT
countryName

Successfully created the RSA private key 'MyCOrg_USER_S5L'

stateOrProvin

lacalityMame

Org_USER._S5L

|
wayPassPaort |
|
|

pport@axway.com

Type Content

Add

Delete

[
Private key

MyOrg_USER,_SSL (R5A:2048 bit)

In the 3" tab, Extensions set the Type to End Entity being the last certificate in the chain :

| [] Used keys too

Generate a new key

oK Cancel

© X Certificate and Key management

Create x509 Certificate

Source  Subject  Extensions  Keyusage ~ MNetscape  Advanced
¥509v3 Basic Constraints
Type End Entity vi
Path length | [ critical
Validity Time range
Not before [s-05mozs7ar | [1
Not after [ midnight

? x
Pes

Key identifier
[ subject Key Identifier
[1 autherity Key Identifier

‘ YYears - Apply

[ Local time ] No well-defined expiration

X509 3 Subject Alternative Name |

Edit

%509v3 Issuer Alternative Name |

Edit

%509v3 CRL Distribution Points |

Edit

Authority Information Access QoCsp -

Edit

Corcel
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Set the Key usages and the click OK to create it

X Certificate and Key management

Create x508 Certificate

X509v3 Key Usage
Critical

Source Subject Extensions Key usage Netscape

Advanced
¥509v3 Extended Key Usage
Critical

Digital Signature
Non Repudiation
Key Encipherment
Data Encipherment

Key Agreement

Certificate Sign
CRL Sign
Encipher Only
Decipher Only

TLS Web Server Authentication
TLS Web Client Authentication
Code Signing

E-mail Protection

Time Stamping

Microsoft Individual Code Signing
Microsoft Commercial Code Signing
Microsoft Trust List Signing
Microsoft Server Gated Crypto
Microsoft Encrypted File System
Netscape Server Gated Crypto
Microsoft EFS File Recovery
IPSec End System

IPSec Tunnel

IPSec User

IP security end entity

Microsoft Smartcardlogin

QCSP Signing

EAP over PPP

EAP over Lan

KDC Authentication

Cancel

Token Extra Help

Private Keys Certificate signing requests

Certificates Templates Revocation lists

Internal name

v J\g@# Myorg ROOT

> e Hrors e

commonName cA Serial Expiry date

CRL Expiration

MyCrg R
Myorg_Cf

¢~ ¥ Certificate and Key management

Successfully created the certificate 'MyOrg_USER_SSL'

x

New Certificate
Export
Import

Show Details
Delete
Import PKCS#12

Import PKCS%7

Plain View

Database: C:/Users/Danutz-PC/Documents/test123.xdb

Expand the second arrow and you’ll see the new MyOrg_USER_SSL under the MyOrg_CA.
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-~ X Certificate and Key management

— ] X
Eile Import Token Extra Help
Private Keys Certificate signing requests Certificates Templates Revocation lists
Internal name commenName CA Serial Expiry date CRL Expiration -
v s ¥yosg ROOT MyOrg ROOT  tes 01 2020-05-28 Bencra et
o
v J.b.!‘ MyOrg CA MyOrg CA 4 Tes 02 2020-05-28 Export
M MyOrg_USER_SSL MyOrg USER_SSL HNo 03 2020-05-28 Import
Show Details
Delete
Import PKES£12
Import PKCS#7
Plain View
¢ Tins
Database: C:/Users/Danutz-PC/Documents/test123.xdb
T
Redo the same step for the MyOrg_USER_SSO , step c).
¢+ ¥ Certificate and Key ranagement - [m]
File Import Token Extra Help
Private Keys Certificate signing requests Certificates Templates Revocation lists
Internal name commonName CA Serial Expiry date CRL Expiration =
v s yorg ROOT MyOrg ROOT s 0l 2020-05-28 LTI
rt
v H MyOrg_CR MyOrg_CA 4 Yes 02 2020-05-28 Export
}ﬂ MyOrg_USER_55L MyOrg USER_55L No 03 2020-05-28 Import
J¥s# Myorg USER_SSO MyOrg_USER_SSO [No 04 2020-05-28
= Show Details
Delete
Import PKCS#12
Import PKCS#7
Plain View
1 Time

Database: C:/Users/Danutz-PC/Documents/test123.xdb
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Export the certificates
We’'ll export the USER SSL and SSO certificates in private format, pkcs12.

Right click on the MyOrg_USER_SSO —>Export->File>Set the Export format for PKCS #12 chain (*.p12),
click OK

Token
Private Keys Certificate signing requests Certificates Templates Revocation lists
Intemnal name commanName CA Serial Expiry date CRL Expiration
I o - New Certificate
v JJE;Q MyOrg_ROOT MyOrg ROOT ,{ Yes 01 2020-05-28
~ }"EAQ MyOrg CR MyOrg CA wf Yes 02 2020-05-28 Expart
>
?
x Import

e MyOrg_USER_SSL X Certificate and Key management

M MyOrg_ USER_S50 \ : I

= e N — . st Detail

Certificate export };@?| o Detals
|

Celete
Name [MyOrg_USER_SS0
Import PKCS#12
Fieriame |C:/Program Fies (x36)/xca\MyOrg_USER_550.p12 | = Import PKCS#7
Plain View

The complete certificate chain and the private key as encrypted PKCS£12 file
Export Format

PKCS #12 chain (*p12) ~

Cancel

Database: C:/Users/Danutz-PC/Documents/test123xdb

Enter a password to encrypt the PCKS12 file.This password will be used/needed when importing the

certificate in the sso.jks file.

Same procedure for the MyOrg_USER_SSL certificate, used for ssl.jks

We'll export the ROOT certificate in public format , .pem or .crt
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Token Extra Help

Private Keys Certificate signing requests

Certificates Templates Revocation lists

Token

Private Keys Certificate signing requests

Certificates Templates Revocation lists

Internal name

v jAg® MyOrg ROOT
v Pl om0
JAg# Myorg USER_SSL

JAE#® Myorg USER_SSO
-4

commonMName @ Serial
MyOrg_ROOT o Yes
MyOrg CR o Yes

Expiry date
01 2020-05-28
02 2020-05-28

CRL Expiration

-~ ¥ Certificate and Key management

Certificate export

Name [myorg ROOT

Filename [C:/Program Files (x86)/xcaMyOrg_ROOT.art

PEM Text format with headers

Export Format
PEM (*.crt) -

Cancel

New Certificate
Export
Import

Show Details
Delete
Import PKCS#12
Import PKCS 7

Plain View

e

Database: C:/Users/Danutz-PC/Documents/test123.xdb

At the end of the exports we should have:

MyOrg_ROOT.crt (public format), correspondent to the ROOT certificate

MyOrg_CA.crt (public format), correspondent to the INTERMEDIATE certificate

MyOrg_USER_SSL.p12 (private format), correspondent to the SSL USER certificate
MyOrg_USER_SSO.p12 (private format), correspondent to the SSO USER certificate
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Internal name commonhName CA Serial Expiry date CRL Expiration
MyOrg_ROOT MyOrg_ROOT b2 01 2020-05-28 New Certficats
v e y0rg_] yOrg_| « 23 8
v M MyOrg CA MyOrg Ch wd TES 02 2020-05-28 Export
Jg# ¥yDrg USER_SSL © X Certificate and Key management ? X T
Mg® Myorg USER_S5O
= . — i Show Details
Certificate export MW
Delete
Name [MyOrg_CA
Import PKCS#12
Filename |C:/Prngram Files (x86)/xca\MyOrg_CA.crt | Import PKCS=7
PEM Text format with headers Plain View
Export Format
PEM (*.crt) -
Cancal
,;,\
Database: C:/Users/Danutz-PC/Documents/test123.xdb
- ] et
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