HOW TO CONNECT KEYCLOAK OF CORE SERVICES WITH
ENTERPRISE LDAPS IN HTTP

This document is in “work” state and does not replace the official documentation of Keycloak.

SETP1:
Uncomment and specify the truststore in the .env file:

AUTOM_TRUSTSTORE=R0o0tQA.jks

AUTOM_TRUSTSTORE_PWD=1234

STEP2
This truststore file must contain the LDAPS certificate. Copy it into the CERTS_DIR directory
indicated in the .env file :
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STEP 3
Add these 2 green lines in the docker-compose.yml file :

keycloak-itopsvision:

# container_name: keycloak-itopsvision

image: axway.jfrog.io/itom-release/itops-keycloak:S{PACKAGE_VERSION}
restart: unless-stopped

user: S{USR}:${GRP}

environment:

volumes:

STP 4
Stop and restart Keycloak :

docker-compose stop keycloak-itopsvision

docker-compose up -d keycloak-itopsvision



STEP 5

Connect to Keycloak then go to the menu “User Federation” - “Idap” then fill in "URL Connection" and do
"Connection Test"

m @ Success! LDAP connection successful. 3¢

READ_ONLY

OFF

Active Directory
cn
cn
objectGUID

person, organizationalPersen, user
daps:/fldaps.axway.int636 Test connection

Then test the LDAPS login

Enable 5tartTLS OFF
@ Success! LDAP authentication successful. X
* Bind DN CN= totomator axway ou=employees,dc=Rxway,dc=int
* Bind Credential @ | sersessanns

@ Test authentication

User LDAP Filter

If these tests work fine, configure the other fields by following this documentation :

https://docs.axway.com/bundle/Automator_41_Documentation_allOS_en_HTML5/page/tips___keycloak_-
_ldap_synchronization.html



APPENDIX: Creation of a Truststore

1/ Launch the Keystore Explorer utility
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2/ Select "create a new certificate store" and choose JKS :
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Type du nouveau magasin de certificats :
() PKCS #12

() ICEKS

(@ IKS

() BKS-V1

() BKS

() UBER

() BCFKS
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3 / Click on this icon to retrieve the certificate of the site to be trusted :

Sans nom 1% - KeyStare Explorer 5.4.4
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Type de magasin de certificats : JKS, taille : aucune entrée , fichier @ « Sans nom 1 »



4/ Put the coordinates of the site :

Paramétres de la connexion
Héte TLS : | Idaps.axway.int s

Port TLS :  |636 ~

Authentification cliente

[ ] Activer I'authentification cliente

Magasin de clefs : | Sans nom 1

5/ Click "ok" then "import" when the certificate is displayed:

Hiérarchie de certification :

LR ldaps.axway.int

Version : 3
Sujet : | CN=AawayCA,DC=axway,DC=int IEE
Emetteur : | CN=foawayCa,DC=axway,DC=int IEE
Numéra de série : |0x1D6F397B4B019BA14109091233334927
Début de validité : |15/01/2020 10:12:17 CET
Fin de validité : | 15/01/2030 10:22:14 CET
Clef publique : |RSA 4096 bits T
Algorithme de signature : |SHA-512 avec RSA
Empreinte numérique : |SHA-1 W | 2C:F3:60:67:3E:10:4B:4F:D2:96:5A:08:2F:97:19:43: A5 @
Importer Exporter Extensions Données PEM Données ASN.1

6/ Then click “ok” on the proposed alias:

Entrez un nom d'alias : |[RAIE=



7/ Last step: save the trust by indicating a password and the name of the file with the extension .jks :
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Type de magasin de certificats : JKS, taille : 1 entrée , fichier : « Sans nom 1 »



